APPENDIX D

Public Schools Branch

Acceptable Use Agreement for Government-Provided
Computer Technology

Introduction
This agreement is in place to protect employees, the employer and the information in the custody or under the control of
the Public Schools Branch (PSB). It applies to all employees including substitute employees, independent contractors,
temporary workers and all other individuals using Government-owned electronic information resources.

The confidentiality, integrity and availability of computer technology used inside or outside the work place, that
contains client and personal information, must be preserved at all times. Access to this Government-provided
technology is granted under the following conditions:

1. Government-provided computer technology is to be used to support authorized programs and services.

2. Users must use only system information technology they are authorized to use and use them only in the manner
and to the extent authorized. Ability to access information technology resources does not, by itself, imply
authorization to do so.

3. Changing the Government—provided computer system configuration is not permitted unless approved by End
User Support.

4. Personal use of Government-provided computer technology is to be of an appropriate nature that will not incur
additional cost or increased risk to the Government or the PSB. Such technology is not to be used for any
personal activity that may cause embarrassment to you, the Government, or the PSB. It must not be used to
access or promote inappropriate sites, including but not limited to pornography, racism, hatred, gambling,
obscenity; for any illegal activities; or for sharing of work-related information on personal social media sites.

5. You are responsible and accountable for the use of your user ID, passwords and other access control items
in your possession for computer technology. They are not to be shared with others or stored using external
information systems.

6. The bandwidth available to Government is limited. Therefore the use of streaming audio and video (e.g. Online
radio, YouTube, etc.) should be limited to a work-related need.

7. Removal of, or alterations to, Government-provided computer hardware or components must be approved by End
User Support.

8. Prior to downloading or installing software on Government-provided hardware, confirmation of acceptability
must be obtained from your Departmental Information Technology Architect (ITA).

9. You must not violate the privacy of other users and their accounts, regardless of whether those accounts are
securely protected. Technical ability to access other’s accounts does not, by itself, imply authorization to do so.

10. You should not leave your computer unattended while logged on to the network.

11. Work-related electronic data must be stored on the Government-provided file server where possible. If work-
related electronic data is not stored on the file server, it is your responsibility to prepare and maintain backup
copies in accordance with PSB policies and procedures.

12. Personal information about students or staff is not to be stored using a cloud-based storage service, referenced
on social media sites (personal or work-related), or communicated using a non-encrypted e-mail provider.

13. If you use devices such as USB drives, external drives, or mobile computers, you are expected to take
precautions to appropriately secure those devices. Unencrypted external memory devices should not be used to
store confidential data.

14. If you use a personally-owned device such as a home computer, smartphone, or tablet to access work-related
information, you are expected to ensure the use of strong password and screen locks where applicable.

15. Willful or intentional violations of this agreement will be considered to be misconduct and violators of this
agreement may be denied access to the Government-provided computer technology and may be subject to other
penalties and disciplinary action that may include but not be limited to termination of employment and/or other
legal action.

| have read and understand “The Acceptable Use Agreement for Government—Provided Computer
Technology” and recognize that technical monitoring takes place to protect the system and ensure users are
complying with this policy. | agree to access and use the Government-provided computer technology only in
accordance with the terms and conditions set out in this Agreement.

Date:
Name of Witness: Name of User:

(Please Print) (Please Print)
Witness Signature: User Signature:

Version 1.3 updated — Modified February 27, 2017



Definitions:

Acceptable Use Policy (AUP) is a written agreement all users of the Government-provided computer
technology adhere to for the common good. An AUP defines the intended uses of the network including
unacceptable uses and the consequences for non-compliance.

Computer Hardware refers to workstations, stand alone computers, network computers, laptops,
notebooks, servers, PDAs, Blackberries and any other peripherals.

Computer Software refers to written programs, procedures or rules and associated documentation pertaining
to the operation of a computer system, which includes packaged software, downloadable executables, screen
savers, macro, freeware and shareware.

Computer Technology, for the purpose of this agreement, is Computer Systems and all electronic data.

Electronic Data is data that is stored and readable in electronic form without regard to the hardware or
software used to produce the data, excluding computer software.

Office of Information is the designated authority responsible for maintaining and monitoring compliance
with Government Security Policies and Directives.
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